Ratanak UK
Data Protec0on Policy and Procedures

Introduc0on
Ratanak (UK) is commi0ed to a policy of protec8ng the rights and privacy of individuals, Ratanak (UK) needs to
collect and use certain types of Data in order to carry on our work. This personal informa8on must be collected
and dealt with appropriately.
The Data Protec8on Act 1998 (DPA) governs the use of informa8on about people (personal data). Personal data
can be held on computer or in a manual ﬁle, and includes email, minutes of mee8ngs, and photographs. Ratanak
(UK) will remain the data controller for the informa8on held. Ratanak (UK) and volunteers will be personally
responsible for processing and using personal informa8on in accordance with the Data Protec8on Act.
Management commi0ee members and volunteers running Ratanak (UK) who have access to personal informa8on,
will be expected to read and comply with this policy.
Purpose
The purpose of this policy is to set out Ratanak (UK) commitment and procedures for protec8ng personal data.
Ratanak (UK) regards the lawful and correct treatment of personal informa8on as very important to successful
working, and to maintaining the conﬁdence of those with whom we deal with.
The Data Protec0on Act Legisla0on
This contains 8 principles for processing personal data with which Ratanak (UK) will comply. Personal data:
1. Shall be processed fairly and lawfully and, in par8cular, shall not be processed unless speciﬁc condi8ons are
met,
2. Shall be obtained only for one or more of the purposes speciﬁed in the Act, and shall not be processed in any
manner incompa8ble with that purpose or those purposes,
3. Shall be adequate, relevant and not excessive in rela8on to those purpose(s)
4. Shall be accurate and, where necessary, kept up to date,
5. Shall not be kept for longer than is necessary
6. Shall be processed in accordance with the rights of data subjects under the Act,
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7. Shall be kept secure by the Data Controller who takes appropriate technical and other measures to prevent
unauthorised or unlawful processing or accidental loss or destruc8on of, or damage to, personal informa8on,
8. Shall not be transferred to a country or territory outside the European Economic Area unless that country or
territory ensures an adequate level of protec8on for the rights and freedoms of data subjects in rela8on to the
processing of personal informa8on.
The following list contains deﬁni2ons of the technical terms we have used and is intended to aid understanding
of this policy:
Data Controller – The person who (either alone or with others) decides what personal informa8on Ratanak (UK)
will hold and how it will be held or used.
Data Protec0on Act 1998 – The UK legisla8on that provides a framework for responsible behaviour by those using
personal informa8on.
Data Protec0on Oﬃcer – The person on the management commi0ee who is responsible for ensuring that it
follows its data protec8on policy and complies with the Data Protec8on Act 1998
Data Subject/Service User – The individual whose personal informa8on is being held or processed by Ratanak
(UK) (for example: a service user or a supporter)
‘Explicit’ consent – is a freely given, speciﬁc and informed agreement by a Data Subject (see deﬁni8on) to the
processing of personal informa8on about her/him.
Explicit consent is needed for processing sensi8ve data this includes the following:
(a) racial or ethnic origin of the data subject
(b) poli8cal opinions
(c ) religious beliefs or other beliefs of a similar nature
(d) trade union membership
(e) physical or mental health or condi8on
(f) sexual orienta8on
(g) criminal record
(h) proceedings for any oﬀence commi0ed or alleged to have been commi0ed
No0ﬁca0on – No8fying the Informa8on Commissioners Oﬃce (ICO) about the data processing ac8vi8es of
Ratanak (UK). Note: Not-for-proﬁt organisa8ons are exempt from no8ﬁca8on.
Informa0on Commissioner – The UK Informa8on Commissioner responsible for implemen8ng and overseeing the
Data Protec8on Act 1998.
Processing – means collec8ng, amending, handling, storing or disclosing personal informa8on
Personal Informa0on – Informa8on about living individuals that enables them to be iden8ﬁed – e.g. names,
addresses, telephone numbers and email addresses. It does not apply to informa8on about organisa8ons,
companies and agencies but applies to named persons, such as individual volunteers of the Group.

Applying the Data Protec0on Act within Ratanak (UK)
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Whilst access to personal informa8on is limited to the staﬀ and volunteers at Ratanak (UK), volunteers at Ratanak
(UK) may undertake addi8onal tasks which involve the collec8on of personal details from members of the public.
In such circumstances we will let people know why we are collec8ng their data and it is our responsibility to
ensure the data is only used for this purpose.
Correc0ng data
Individuals have a right to have data corrected if it is wrong, to prevent use which is causing them damage or
distress or to stop marke8ng informa8on being sent to them.
Responsibili0es
Ratanak (UK) is the Data Controller under the Act, and is legally responsible for complying with Act, which means
that it determines what purposes personal informa8on held will be used for.
The management commi0ee (Trustees) will take into account legal requirements and ensure that it is properly
implemented, and will through appropriate management, strict applica8on of criteria and controls:
•

Observe fully condi8ons regarding the fair collec8on and use of informa8on,

•

Meet its legal obliga8ons to specify the purposes for which informa8on is used,

•

Collect and process appropriate informa8on, and only to the extent that it is needed to fulﬁl its
opera8onal needs or to comply with any legal requirements,

•

Ensure the quality of informa8on used,

•

Ensure that the rights of people about whom informa8on is held, can be fully exercised under the Act.
These include:
o

The right to be informed that processing is being undertaken

o

The right of access to one’s personal informa8on

o

The right to prevent processing in certain circumstances and

o

The right to correct, rec8fy, block or erase informa8on which is regarded as wrong
informa8on

•

Take appropriate technical and organisa8onal security measures to safeguard personal informa8on,

•

Ensure that personal informa8on is not transferred abroad without suitable safeguards,

•

Treat people justly and fairly whatever their age, religion, disability, gender, sexual orienta8on or
ethnicity when dealing with requests for informa8on,

•

Set out clear procedures for responding to requests for informa8on

The Data Protec8on Oﬃcer on the management commi0ee is:
Name: Stephen Norman
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Contact Details: info@ratanakuk.org

The Data Protec8on Oﬃcer will be responsible for ensuring that the policy is implemented and will have overall
responsibility for:
•

Everyone processing personal informa8on understands that they are contractually responsible for
following good data protec8on prac8ce

•

Everyone processing personal informa8on is appropriately trained to do so

•

Everyone processing personal informa8on is appropriately supervised

•

Anybody wan8ng to make enquiries about handling personal informa8on knows what to do

•

Dealing promptly and courteously with any enquiries about handling personal informa8on

•

Describe clearly how it handles personal informa8on

•

Will regularly review and audit the ways it holds, manage and use personal informa8on

•

Will regularly assess and evaluate its methods and performance in rela8on to handling personal
informa8on

•

All staﬀ and volunteers are aware that a breach of the rules and procedures iden8ﬁed in this policy
may lead to ac8on being taken against them

This policy will be updated as necessary to reﬂect best prac8ce in data management, security and control and to
ensure compliance with any changes or amendments made to the Data Protec8on Act 1998.
In case of any queries or ques8ons in rela8on to this policy please contact Ratanak (UK) Data Protec8on Oﬃcer.
Data collec0on
Informed consent
Informed consent is when
▪

A Data Subject clearly understands why their informa8on is needed, who it will be shared with, the
possible consequences of them agreeing or refusing the proposed use of the data

▪

and then gives their consent.

Ratanak (UK) will ensure that data is collected within the boundaries deﬁned in this policy. This applies to data
that is collected in person, or by comple8ng a form.
When collec8ng data, Ratanak (UK) will ensure that the Data Subject:
•

Clearly understands why the informa8on is needed;

•

Understands what it will be used for and what the consequences are should the Data Subject decide
not to give consent to processing;

•

As far as reasonably possible, grants explicit consent, either wri0en or verbal for data to be processed;
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•

Is, as far as reasonably prac8cable, competent enough to give consent and has given so freely without
any duress;

•

Has received suﬃcient informa8on on why their data is needed and how it will be used;

Data Storage
Informa8on and records rela8ng to service users will be stored securely and will only be accessible to authorised
staﬀ.
Informa8on will be stored for only as long as it is needed or required statute and will be disposed of appropriately.
It is Ratanak (UK) responsibility to ensure all personal and company data is non-recoverable from any computer
system previously used within the organisa8on, which has been passed on/sold to a third party.
This policy will be updated as necessary to reﬂect best prac8ce in data management, security and control and to
ensure compliance with any changes or amendments made to the Data Protec8on Act 1998.

Data Subject Access Requests
Members of the public may request certain informa8on from the Local Authority under the Freedom of
Informa0on Act 2000. The Act does not apply to Ratanak (UK). However, if at any 8me we undertake the delivery
of services under contracts with the Local Authority we may be required to assist them to meet the Freedom of
Informa8on Act request where we hold informa8on on their behalf.
Disclosure
Ratanak (UK) will never share data with other agencies or organisa8ons.
Ratanak (UK) regards the lawful and correct treatment of personal informa8on as very important to successful
working, and to maintaining the conﬁdence of those with whom we deal.
Ratanak (UK) intends to ensure that personal informa8on is treated lawfully and correctly.
Risk Management
The consequences of breaching Data Protec8on can cause harm or distress to service users if their informa8on is
released to inappropriate people, or they could be denied a service to which they are en8tled. Staﬀ and
Volunteers should be aware that they can be personally liable if they use customers’ personal data
inappropriately. This policy is designed to minimise the risks and to ensure that the reputa8on of Ratanak (UK) is
not damaged through inappropriate or unauthorised access and sharing.
Destroying personal data.
Personal data should only be kept for as long as it is needed i.e. only keep that data for the dura8on of
administering the campaign/project and securely dispose of once the promo8on and monitoring period is
complete. If a customer is housebound and receives regular visits from a volunteer – ensure the list is securely
stored and remove customer details when they change or the customer no longer receives the service. Review
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the list annually. We will ensure that this informa8on is conﬁden8ally destroyed at the end of the relevant
reten8on period.
Further informa0on
If members of the public/or stakeholders have speciﬁc ques8ons about informa8on security and data protec8on
in rela8on to Ratanak (UK) please contact the Data Protec8on Oﬃcer:
The Informa8on Commissioner’s website (www.ico.gov.uk) is another source of useful informa8on.

Signed: ___________________________________
Dated: ____________________________________
Review Date: _______________________________
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